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Online Quiz Proctoring and
Safe Exam Browser
Requirement

General device requirements for online assessment

e Student must use either a laptop or desktop to sit for their online quiz. Chromebooks,
tablets, and mobile phones can’t be used to sit for online quizzes

e Students won’t be able to use dual monitors when sitting in a supervised online quiz.

eStudents must have a webcam (except for Safe Exam Browser, SEB).

e Students must ensure enough battery life and a stable internet connection for the
duration of their online quiz.

Types of supervised online quizzes that can be conducted in UMT
1. Using Safe Exam Browser (SEB) - UMT in-house system

Recommended minimum hardware and software requirements.

Hardware Type Laptop or Desktop
Operating System Windows and MacOS
RAM 4GB

Internet Connection 1MBps

2. Online Quiz Proctoring - UMT in-house system

Online Quiz Proctoring recommended minimum requirement.

Hardware Type Laptop or Desktop
Operating System Windows and MacOS

RAM 4GB

Internet Connection 1MBps

Webcam External or Integrated webcam
Browser Google Chrome

Microphone External or Integrated microphone



3. ULearn Proctoring - External vendor system

Ulearn Proctoring recommended minimum requirement.

Hardware Type
Operating System
RAM

Internet Connection
Webcam

Browser
Microphone

Laptop or Desktop

Windows and MacOS

4GB

1MBps

External or Integrated webcam
Google Chrome

External or Integrated microphone

4. Computer Lab / In-Class Bring Your Own Device (BYOD) Supervised Online Quiz

In the Computer Lab, students can use the computer provided in the computer lab. For the student
who is using their laptop devices, please ensure the device power is connected to the power
source or has a minimum recommended device battery life and a stable internet connection

before starting the online quiz.

Hardware Type
Operating System
RAM

Internet Connection
Browser

Device battery life

Laptop, Desktop, Chromebook, iPad, Tablet
Windows, MacOS, Apple, Android

4GB

1MBps

Google Chrome

8 hours under normal use



Prepare your device for Safe
Exam Browser

To avoid problems during your quiz online using a safe exam browser, you may need to change the
sleep and region settings

Windows
Sleep settings

1. Click the Start menu, then search for Power & sleep settings.
2. Under On battery power, turn off after, select 1 hour.

Region settings

If you have a Windows laptop, set your region to the location where you’ll be sitting your online
quiz

1. Click the Start menu, then search for Region settings.
2. Under Country or region, select the location.

macOS

1. Click the Apple icon > System Preferences > Energy Saver > Battery.
2. Turn off Enable Power Nap while on battery power.
3. Under Turn display off after, select 1 hour.



Install Safe Exam Browser
(Once for each devices)

Devices you can't use with Safe Exam Browser
Safe Exam Browser can’t be installed on the following devices:
e smartphones: this includes iPhones, Android devices, and any other mobile OS devices

e iPads
¢ Chromebooks.

Antivirus software

Some antivirus software may not allow Safe Exam Browser to lock down the computer.

Incompatible software

The following antivirus software will need to be temporarily disabled or uninstalled when using
Safe Exam Browser:

e 360 Total Security
e ESET Nod32 Antivirus Internet security
e Kaspersky Internet Security.

Compatible software

For a list of compatible antivirus software, see the Safe Exam Browser FAQ.

You only need to download and install the latest version of Safe Exam Browser for your device once
for each device:

e Safe Exam Browser for Windows

e Safe Exam Browser for macOS.


https://safeexambrowser.org/faq/faq_en.html
https://drive.google.com/open?id=1r6JvGtNnv3zzILzmgg87jMNVY24-OvgI
https://drive.google.com/open?id=1GQtoksbYXsVtPfqMpOps1B1LDLCs7v0Q

Starting the Quiz using Safe
Exam Browser (Each time
want to start the quiz)

You only need to install Safe Exam Browser once, but you also need to follow the instruction below
each time you are going to sit for online quiz that uses Safe Exam Browser

Step 1:

Open the quiz web page in Google Chrome and close down any other open applications on your
device.

Step 2:

Click on the download configuration

Step 3:

Once you download configuration file, double-click the configuration file to open
Step 4:

Safe Exam Browser will be automatically launched.

Step 5:

Click at login using MyNemo ID, insert username and password

Step 6:

Safe exam browser will automatically open your exam according to the configuration file setting
that you have downloaded.



